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* Tynn xakepis
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AKTYaNnbHICTb TEMATUKU
KIbepbe3nekn

ICHy€e BENMKUI Xann HaBKOMNO TeMaTUKKM Kibepbesnekn Ta KidbepririeHun.
A 4Mm fiNCHO Ue akKTyanbHO?

* CheckPoint

 Fortinet
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https://threatmap.checkpoint.com/
https://threatmap.fortiguard.com/

[Mpuknan
KibepaTtaka Ha Tpybonposia; Colonlal Plpellne

ass
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AKTYaNnbHICTb TEMATUKU
KIbepbe3nekn

CraTuctukn.

« 2021 poky cBiTOBI 30UTKM Big, KiIOEP3NOYMHHOCTI CAraTUMyTb
$6 TpunbioHiB gonapis wopiyHo. (Cybersecurity Ventures)

Y nepuwint nonosuHi 2020 poKy oo 3nueiB noTpanunn 36 Minbapais
3anucie. (RiskBased)

* 45% BCiX BUTOKIB AaHuX BKoYanu xakiHr, 17% wkipnuee N3 Tta
22% doiwmHr. (Verizon)
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https://cybersecurityventures.com/top-5-cybersecurity-facts-figures-predictions-and-statistics-for-2019-to-2021/
https://pages.riskbasedsecurity.com/hubfs/Reports/2020/2020 Q3 Data Breach QuickView Report.pdf
https://enterprise.verizon.com/resources/executivebriefs/2020-dbir-executive-brief.pdf

PO3YMIHHA NMOPTPETY
3/1T0BMV/CHUKIB

BLACK HAT WHITE HAT GREY HAT

BunHsAI0Tb Ki6ep3104nHU e ETunuHi xakepu ®  MOXYTb NOPYyLIyBaTU 3aKOHU
MopywytoTb KOMN'toTepHY e 3axuwarwTb cucTEMMU a6o TMNoBi eTUYHI HopMMW,
6e3neKy i3 3/1J0BMMCHOIO ane He MalOTb 3JIOBMUCHOIO
meTor abo gna ocobucToi Hamipy npuTamaHHoro gns
BUMrogu xakepa
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PO3YMIHHSA MOPTPETY
3/TOBMUCHUKIB

Kibep3no4ymHui MatoTb Pi3Hi MOTMBALIT Y CKOEHHI 3NOYNHIB.

9Ki moTuBaLii iCHYIOTb?
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PiHaHCOBa MOTMBALIIA
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|jeonoriyHa MoTmBaL|s
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MoTmBauia “Possara’




[ lonimnyHa MoTmBaLLA
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J1aHKW Kibepbearneku

besneka ckagaeTbCcsa 3 3 OCHOBHUX JTAHOK:
* Jltogn
* YCBiOOMIMNEHHS YreHaMn opraHisadil kKibep 3arpos 1a npoTugida im.
* [1pouecu

* [lobygoBa npouecis, AKi KOHTPOMOKTL Be3neKy opraHizauii: po3noain
BignoBiganbHOCTEN, yNpasBiHHA pu3MkamMu, iHBeHTapu3saLlis, Ta iHwe.

 TexHonoril

* Pospobka Ta HanawTyBaHHA CUCTEM, SKi BigMNOBiAalTb NpUHLMNAM
IHXXeHepil 6e3nekn (Npuknag: NpUHUMN MiHiManbHUX NPUBINeIB)
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LlikaBuin @paKT:

“95% BCIX MOpYLLEHb BE3MNeEKN
CMPUYNHEHI Yepe3 NOMUIIKY
noanHn’

Cybint
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https://www.cybintsolutions.com/cyber-security-facts-stats/

[ TpyHUMNN Kibepbeanekn

Y KibepbeaneLi BUOKPEMIIOKTE 3 OCHOBHI MPUHLUMA:
* KoHdiaeHUinHicTb
* Tinbkn aBTOPMN3OBAHI 0OCOBM MalOTb MaT OOCTYN A0 iHbopMauil
* LinicHicTtb
* Tinbkn aBTOPM30BaHi 0COBU MOXYTb 3MiHIOBATK 3MICT iHGbopmMauil
* flocTynHiCcTb

* ABTOpM30BaHi 0cobu MatoTb 3aBXaAM MaTu 4OCTYN A0 iHdopmauil
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AKI mpUHUMNM KI6epbe3neKkn
MOPYLUYKOTb HACTYMHI 3arpo3mn’?

« ATaka Ha BigMoBYy B 0b0crnyroByBaHHi - DoS/DDoS
 JltoanHa nocepeauHi - man-in-the-middle

* [13 Bumarad - ransomware

« 34nTyBaY KnasiaTypm - Kinorep

* bekoop - BigganeHun gocTtyn
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Tvnn BpasnmMBOCTEN

BpasnmBocCTi NoginaoTe Ha 2 KaTeropii:

* Bigomi BpasnuBoCTI

* IcHye nybniyHa 6asa BCix BiAOMUX BPa3fIMBOCTEN

 Bpa3nnMBoCTi HyNbLOBOIro AHA

» BpasnuBocrTi, Npo fKi He 3Hae KoMNaHia PO3POBHUK
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[ ly6niyHa 6a3a Bpa3/BOCTEN

CVE Details
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View CVE

The ultimate security vulnerability datasource
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Microsoft : Security Vulnerabilities Published In 2019 (Denial Of Service)

2019 : January February March April May June July August September October November December CVSS Scores GreaterTham:0 1 2 3 4 5 6 7 8 9
Sort Results By : CVE Number Descending CVE Number Ascending CVSS Score Descending  Number Of Exploits Descending
Copy Results Download Results

# CVEID CWEID #of Exploits  Vulnerability Type(s) Publish Date Update Date Score Gained Access Access Complexity Authentication Conf.  Integ. Avail.
Level

1 CVE-2019-1347 119 DoS Overflow 2019-10-10 2019-10-15 E None Remote Medium Not required None  None  Complete
A denial of service vulnerability exists when Windows improperly handles objects in memory, aka "Windows Denial of Service Vulnerability'. This CVE 1D is unique from CVE-2019-1343, CVE-2019-1346.

2 CVE-2019-1346 119 DoS Overflow 2019-10-10 2019-10-15 E None Remote Medium Not required None  None  Complete
A denial of service vulnerability exists when Windows improperly handles objects in memory, aka 'Windows Denial of Service Vulnerability'. This CVE ID is unique from CVE-2019-1343, CVE-2019-1347,

3 CVE-2019-1343 119 DoS Overflow 2019-10-10 2019-10-15 \A‘ None Remote Medium Not required None  None  Complete
A denial of service vulnerability exists when Windows improperly handles objects in memory, aka 'Windows Denial of Service Vulnerability'. This CVE ID is unique from CVE-2019-1346, CVE-2019-1347.

4 CVE-2019-1326 20 DoS 2019-10-10 2019-10-11 None Remote Low Not required None  None  Complete

A denial of service vulnerability exists in Remote Desktop Protocol (RDP) when an attacker connects to the target system using RDP and sends specially crafted requests, aka 'Windows Remote Desktop Protocol (RDP)
Denial of Service Vulnerability'.

5 CVE-2019-1317 59 DoS 2019-10-10 2019-10-11 5.6 None Local Low Not required None Partial Complete
A denial of service vulnerability exists when Windows improperly handles hard links, aka 'Microsoft Windows Denial of Service Vulnerability'.

6 CVE-2019-1301 20 DoS 2019-09-11 2019-09-12 5.0 None Remote Low Not required None  None Partial
A denial of service vulnerability exists when .NET Core improperly handles web requests, aka ".NET Core Denial of Service Vulnerability'.

7 CVE-2019-1292 119 DoS Overflow 2019-09-11 2019-09-12 6.8 None Remote Low Single system None  None  Complete

A denial of service vulnerability exists when Windows improperly handles objects in memory, aka "Windows Denial of Service Vulnerability'.
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