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LLini

* HanNalTyBaTU ABODPAKTOPHY aBTEHTUPIKALLIIO
* OMNaHYyBaTU BUKOPUCTAHHA NapoO/IbHOro MeHeaKepy

* BNPOBAANTUN BUKOPUCTAHHA €NEKTPOHHOro nianmcy Ta
WnppyBaHHA NOBiAOMIEHb™
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LLlo Take E-Mail?
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https://www.youtube.com/watch?v=VEYC1VnnEaY
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LLlo Take E-Mail?

To: bob@b.org
From alice@a.org
Dear Bob. ... 1

Alice's MUA

SMTP

smtp.a.org

Alice's MSA

mx.b.org

uk.wikipedia.org/wiki/EnekTpoHHa_nowTa

The Internet

To: bob@b.org
From alice@a.org

Dear Bob. ...
< P
) .
9, \ Bob's MUA
To: bob@hb.org
From: alice@a.org
Dear Bob. ...
\SMTP*' mx.b.org
pop3.b.org

\ Bob's MDA
2

3 MX for b.org?
7P N

[ ns.b.org
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LLlo Take E-Mail?

E-Mail
Web Based Mails E-Mail Client

mozilla

Thunderbird

https://www.youtube.com/watch?v=VEYC1VnnEaY
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KpaAlXXKa napoto

BragyBaHHA (nigbip) «npoctoro» naposto 3;I0BMUCHUKOM AN

AEKINbKOX pecypciB KOPMCTyBaya
niapobKa enekTPOHHUX NNCTIB

NopyLweHHA KOHPIAEHUIMHOCTI NNCTYBAHHA
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Ak byaemo 3axmLaTUCH?

—> 104aTKOBUIN OAHOPA30BUIMN Mapo/ib
—> CKNaAdHi naponi Ana pisHUX pecypciB i be3neyHe ix 36epiraHHA
—> e/1IeKTPOHHUM NiaAnNnUC NOBIAOMNEHb

—> WKndpyBaHHA NCTYBAHHA
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AK npuaymaTtv cKnagHum naponb, AKUMU BU 3anam'ATaere?
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[1BodaKTOopHa aBTeHTUPiIKaLiA nowToBOro ob6nikoBoro

3anucy

 CtBOpPUTKN BE3KOLITOBHI 0COBUCTI NowToBi 06/1iKOBI 3aNMcKU B
nomeHax gmail.com ta protonmail.com.

 HanawTyBatn ABOPAKTOPHY aBTeHTUdIKaLito yepe3 Google
Authenticator gna obnikoBmx 3anucis gmail.com Ta

protonmail.com.

Bineo
BUKOHAHHS



https://www.youtube.com/watch?v=5fiQ-nXkCoA

* 3aBaHTaXXWUTWU, BCTAHOBUTM Ta 3aNyCTUTU NAPOSNbHUMN
meHeaxxep KeePass Password Safe.

* OnaHyBaTM MOro BUKOPUCTAHHSA

https://2ip.io/ua/passcheck/

[MaponbHUN MmeHeaKep
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https://2ip.io/ua/passcheck/

Kpunrocucrema 3 npuBaTHUM Kaouem

7 decryption
encryption
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AES String Encryption and Decryption

* cryptotools.net/aes - bit.ly/30QaHGR



http://cryptotools.net/aes

Kpuntocucrema 3 nybnivHum Knrouem

pkB

kA
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LLinppyBaHHA/po3wmndpyBaHHA 3 Ny6AIYHMM Kalouem

* wndpysaHHA/po3wmndpysaHHsa 3a RSA - bit.ly/3kXNr8N



https://www.devglan.com/online-tools/rsa-encryption-decryption

KpuntorpadiuHa rew-pyHKuUiA

—> h(x) — 14458912610626287058

1.Input Image 2. Hashing Function

3.Image Fingerprint

padding

message

|1|DDDODDDDDDDDODDDDDD
message block ‘|

size |
| message block ||

message block |

message schedule

message schedule message schedule

compression compression compression
Initial Hash wvalue

Final Hash wvalue

(message digest)

https://awesomeopensource.com/project/in3rsha/sha256-animation
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https://gugger.guru/blockchain-demo/#!/hash

ENeKTPOHHUM NiaNUC Ta MOro nepesipKa

m, pkB, signg

pkB, skB

vrfg:=
Dec,5(signg)=h"(m)
h(m)=h’(m) -?

signg := Encgg(h(m))

8ewifi.org
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https://8gwifi.org/

OCHOBHI BIAOMOCTI PO KPpUNTOCUCTEMMU



https://www.youtube.com/watch?v=u0X_x4o1ayE

EneKTpoHHUM nianuc Ta WndpyBaHHA NOBiAOMNEHb

* yTUAiTa gpgausb
e po3swmnpeHHa FlowCrypt: Encrypt Gmail with PGP
e BbygoBaHuu cepsic ProtonMail

Bigeo BMKOHaHHS
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https://youtu.be/9pX012Zj2Ks
https://www.youtube.com/watch?v=W0SihcSN2Xk

Migcymkun

* MW HaBYMAUCSH 3aXULLATUCS BIiA:

— HEeCAHKLiOHOBAHOro AOCTyny A0 NOWTOBOro 06/1ikoBOro 3anucy y
BUMAAKY KpadiXXKnM Naponto

— BraZlyBaHHsA «NPOCTOro» nNaposto ANna AeKiZIbKOX pecypcis
— NigpPObKN eNneKTPOHHUX NNCTIB

— NOpPYLIEHHA KOHPIAEHLIMHOCTI NMCTYBAHHA
T
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