Moagyne: PearyBaHHSA Ha IHUMAEHTU 6e3neKu iHchopMmauii

MpakTuyHa BNpasa:
«BraBneHHa MPOBICHMKIB Ta IHOMKATOPIB IHUMOEHTY iHdOPMaLUINHOT
6e3nekmn»

HaByanbHa MeTa 3aHATTA: HABUUTUCb BUABATM MPOBICHUKK Ta
IHOMKATOPW IHUMOEHTIB IH(hOopMaUINHOT 6e3neku.

Yac nposeneHHs: 1 roa. Micuye npoBengeHHs: KOMM'IOTEPHUIN Kac.

“:] YcTaTKyBaHHSA:

nepcoHanbHnm komn'totep (MK) 3i BCTAaHOBIEHOO OMNEPaALLIMHOK cCUcTe-
Moo Windows 10 Pro abo BuLLEe Ta OOCTYNOM OO0 Mepexi I[HTepHeT, BeO-
6pay3ep Google Chrome.

NMopsaoK NpoBeAeHHS 3aHATTA

3apayva l.

1. HanawTtyBaTM BeOeHHA Ta 3abe3nedyeHHa [OOCTyny A0 >»KYPHany noain
Windows Defender Firewall.

2. BcTtaHoBuTM Nmap Security Scanner Ta 30iMCHUTU CKaAHYBaHHA CUCTEMMU,
AKe PO3rnsaaaETbCa 9K NIAroToOBKa A0 aTaKu.

3. BuaBuTKM MPOBICHMKM aTakW Ta 3anOBHUTK 3BIT WOAO0 noaii iHhopMaLuinHOT
6e3neKkun.

BUKOHaHHA.
Uepe3 papok nowyky Bigkputn Windows Defender Firewall with Advanced
Security (NOWYyKOBUM BMPA3OM MOXXe BYTU «3acobum aaMiHICTpYyBaHHSA») (puc. 1).

yci  Mporpamu  fokymenTn  Hactpolikn  Be6  [JoAaTkoBo Biaryk

Haiikpawa sianosiamicrs

Windows Defender Firewall with
Advanced Security >
Mporpama AnA HaCTIALHOTO KOMM'tOTe...
n . . ]
porpau Windows Defender Firewall with Advanced

@ Firefox > Security
[porpama Ans HACTIABHOrO KoMM'toTepa

@ Mpusathuii nepernsa Firefox >

Mponosuuii ans nowyky

4 Binkpum
L i - Nepernsnytn pesyastati nowyky &

IHTepHeri > CO ¥ pexumi aaminicrpatopa
Hactpoiikn (1+) 3 Biaxpumm posrawyeanna daiiny
Be6-caiit (1) -3 3akpinuTin 8 Mento "TMyck”

<2 3akpinuTn Ha naHeni 3aBAaHbL
£

Puc. 1. Bipkputta Windows Defender Firewall with Advanced Security




Y Windows Defender Firewall with Advanced Security (puc. 2):

> BigkpuTKM HanawTyBaHHAa Windows Defender Firewall Properties;

> nepecBigunTUCH, WO Firewall aktnBoBaHum (Firewall state: on);

> 018 KOXXHOT BKNagku Domaine Profile, Private Profile, Public Profile uepes
onuito Logging - Customize BKIOUUTU 3aMMCYBAHHSA Y XXYPHaN nogin npo
ON0OKYBaHHA MepexeBux nakeTiB (Log dropped packets: Yes) Ta ycniwHe
BCTAHOB/IEHHSA MepexxeBoro 3’egHaHHAa (Log successful connections: Yes).

P Windows Defender Firewall with Advanced Security -
®aitn  flin  Bwrnaa  [osiaka
&% 0 HE
i Windows Defer| ¢ tomize Logging Settings for the Domain Profile b Air

: gb::}und :I.; ~ | Windows Defender Firewall with /

utboun — o
: \shyste Browse. ork security for Windo! ’ .
El- Connactiog Name: \% m32\LogFiles\Firewallpfirewall. log F Vﬂf i wswnwlena | P —— Pnifrv,
% Monitoring|  Size limit (KB): 4096 7 Windows Defender Firewall with Advanced Security on Local Com.,

Log dropped packets: 8 v ( Domain 'rm& |Psec Settings

S o - ® quu security, some settings are controlled by Group
Note: If you are configuring the log file name on Group Policy object. ensure Pohcy
that the Windows Defender Firewall service account has write pemmissions to Specify behavior for when a comp is d to its com:

the folder containing the log file. domain.

State
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Settings
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Windows Defender Firewall is on.
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Puc. 2. HanawTtyBaHHSA XXypHany noain Windows Defender Firewall

Y katanosi C:\Windows\System32\LogFiles\Firewall 3Hantn dann pfirewall.log
(pwuc. 3).

| = | Firewall - O x
OCHOEHE CninsHWil goctyn Burnag v o
«~ v 1T | C:\Windows\System32\LogFiles\Firewall ~ | Mowyk: Firewa pel

Ly
~ Im'a Nata 3MmiHeHHA Twvn Po3mip
st Wenakwii goctyn _
~ pfirewall.lo 18.05.2023 1:30 TekcTOBMIA LOKYM... 36 Kb
¥ Desktop » = B = —
 pfirewall.log.old 18.05.2023 1:27 ®awin OLD 0 KB

¥ Downloads

= Documents o

— a

Puc. 3. Jlokauis >XxypHany nogiu pfirewall.log




Yepe3 BnactuBocTi dawnny pfirewall.log nepentn no Bknagkam be3neka -
JopnaTkoBo - [103BOAM - [1poaoBXntn (purc. 4),a noTiM - YBIMKHYTU yCNaaKyBaHHS

(pwuc. 5).

firewall.log — Bnactmeoc . Jlloaatkosi napamertpw 6e3neku ana pfirewall.log

| General Besnexa Detalls MMonepemi sepci

I’ CAWindows\System32\LogFiles\Firewall\pfirewall.log
M'rofexta:  C:\Windows\System32\LogFiles \Firewall\pfirewall
BnacHm: He BaaeTien BigoBpasuti notouoro enackica. 8 Juinumu
o Ina nepernagy BnacTMaocTed wsoro of'exTa HeolxiaHo
‘ MATH A03BIN HA YATAHHA Aossonw Ayaur Yurrnii goctyn

lllo6 npoposximv, HaTHcHiIT kronky " Jonamoso” o 2 2
L ’ @ 2r5 nepernagy enacueocteii usoro o6'exTa NOTPIBHO MaTH A03BIN HA YHTEHHA.

Haruchite knonky “Mpogosxumn®, wob nostopurk cnpoby is npasamm agMinicTpaTopa.

& Npogossxun

UWo6 yeTarosum ocobinuei nossonm abo Tosamoso
AONATHOBI NAPAMETDM . HATUCHITL KHOMKY
"Oonamoso”.

OK Cracysam | 3acTocysams

Puc. 4. HanawityBaHHA napameTpiB goctyny ao danny pfirewall.log

Noaatkosi napameTpy Gesnekw ana pfirewall.log O X
IM's: C:\Windows\5ystem32\LogFiles\Firewall\pfirewall.log
Bnachuic Administrators (MSEDGEWIN10\Administrators) 3minuti

Aozeonn Ayaur Yumuuii goctyn

o6 oTpumaTi goaaTkosi BIAOMOCTI, ABIYI KNALHITE 3anuc gossony. o6 sminuTh 3anuc gozeony, BnGepiTe Oro Ta HATMCHITL KHONKY
"Peparyeatn” (RKLLO BOH3 JOCTYNHE).

3anuck AosB0NIE:

Tun MpwuHumnan Hoctyn YenaakosaHo eig
88 Jose.. mpssvc Moenwii goctyn Hemae
8% fose.. SYSTEM MoeHwii gocTyn Hemae
88 [ose.. Administrators (MSEDGEWIN10\Administra... TMoewwii goctyn Hemae
2 Noss.. Network Configuration Operators (MSEDGE... TMoenwii goctyn Hemae
Joaat Buaanutu Mepernaa

Cxacysatn 3actocysatm

Puc. 5. YBIMKHeHHSA ycnagKyBaHHA npaB Aoctyny ans
cdanny pfirewall.log




MNepekoHaTucsa, wWwo dann XxypHany pfirewalllog pocTtynHuM onga JMTaHHS,
BIOAKPUBLLUM MOro TEKCTOBUM peaakTopoM (puc. 6).

J pfirewalllog - BrokHoT - O XK
®aiin PeparysaHns Qopmat Burnaa [osiaka

|#Ver‘sion: 1.5

#Software: Microsoft Windows Firewall

#Time Format: Local

#Fields: date time action protocol src-ip dst-ip src-port dst-port size tcpflags tcpsyn tcpack tcpwin
icmptype icmpcode info path

2023-05-18 01:27:37 ALLOW UDP 10.0.2.9 192.168.0.1 59168 53 @ - - - - - - - SEND
2023-05-18 01:27:37 ALLOW TCP 10.0.2.9 78.154.186.177 51238 80 @ - @ © @ - - - SEND
2023-05-18 01:27:37 ALLOW UDP 160.0.2.9 192.168.0.1 61346 53 @ - - - - - - - SEND
2023-05-18 01:27:37 ALLOW TCP 16.0.2.9 23.64.225.161 51231 443 @ - @ © @ - - - SEND
2023-05-18 01:27:37 ALLOW TCP 1€.0.2.9 8.253.196.121 51232 806 @ - 0 @ @ - - - SEND
2023-05-18 ©1:27:37 ALLOW TCP 10.0.2.9 8.253.95.121 51233 80 0 - @ @ @ - - - SEND
2023-05-18 ©1:27:38 ALLOW UDP 16.6.2.9 192.168.06.1 54942 53 @ - - - - - - - SEND
2023-05-18 ©1:27:38 ALLOW TCP 10.0.2.9 78.154.186.153 51234 80 © - @ @ © - - - SEND
2023-05-18 01:27:38 ALLOW TCP 10.0.2.9 209.197.3.8 51235 890 @ - @ @ @ - - - SEND
2023-05-18 01:27:38 ALLOW TCP 10.0.2.9 209.197.3.8 51236 890 @ - @ @ @ - - - SEND
2023-05-18 01:27:39 ALLOW TCP 10.0.2.9 52.168.117.170 51237 443 @ - @ @ @ - - - SEND
2023-05-18 01:27:39 ALLOW TCP 10.0.2.9 209.197.3.8 51238 80 @ - @ @ @ - - - SEND
2023-05-18 01:27:39 ALLOW TCP 10.0.2.9 209.197.3.8 51238 80 @ - @ @ @ - - - SEND
2023-05-18 ©1:27:39 ALLOW TCP 10.0.2.9 13.107.4.50 51240 80 @ - © © @ - - - SEND
2023-05-18 01:27:39 ALLOW TCP 10.0.2.9 41.63.96.0 51241 80 © - @ @ @ - - - SEND
2023-05-18 01:27:39 ALLOW TCP 10.0.2.9 41.63.96.128 51242 80 0 - @ © © - - - SEND
2023-05-18 01:27:40 ALLOW TCP 1€.0.2.9 52.168.117.170 51243 443 @ - @ @ @ - - - SEND
2023-05-18 ©1:27:40 ALLOW TCP 1€.0.2.9 209.197.3.8 51244 80 @ - © 0 @ - - - SEND

Puc. 6. 3MmicT XXypHany ayauty Microsoft Windows Firewall

Y xypHani ayauty Microsoft Windows Firewall (puc. 6) 3a3HaueHi: gata i yac,
J03Bif1 HA BCTaHoBNeHHA 3’egHaHHAa (ALLOW), npotokon 3’egHaHHa (UDP, TCP),
IP appecu 3’eagHaHHA (src-ip, dst-ip), nopTn 3’egHaHHa (src-port, dst-port), iHwe.
3aBaHTaXXuUTu Ta BcTaHoBUTKM Nmap Security Scanner B OC Windows (https://
nmap.org/download#windows) (puc. 7).

Microsoft Windows binaries

- Zenrap Please read the Windows section of the Install Guide for limitations and installation instructions for the
San Jook Brofle Help Windows version of Nmap. It's provided as an executable self-installer which includes Nmap's dependencies
SISl scanms.rnsg.cop i [ L and the Zenmap GUIL We support Nmap on Windows 7 and newer, as well as Windows Server 2008 R2 and
Commend: | nnap T4 -A -F scanme.nme.op newer. We also maintain a guide for users who must run Nmap on earlier Windows releases..

Heosts. Servies Nmap Outpat Ports / Hosts

Note: The version of Npeap included in our installers may not always be the latest version. If you experience
problems or just want the latest and greatest version, download and install the latest Npeap release.

05 ¢ Hemt

® scmmessupory

kecalbast (127.00

Latest stable release self-installer: nmap-7.93-setup.exe
Latest Npcap release self-installer: npcap-1.75.exe

We have written post-install usage instructions. Please notify; us if you encounter any problems or have
suggestions for the installer.

Puc. 7. CtopiHKa 3aBaHTaXXeHHA Nmap Security Scanner pna OC Windows

Biokputn ckaHep uvepe3 apnmk «Nmap - Zenmap GUI», y noni Target BnucaTtum
loopback|Pagpeccoeicnctemn: 127.0.0.1Tay pexxmmMi Quick scan plus 3anyctntun
CKaHyBaHHA (puc. 8). CkaHyBaHHA € NiAroToBYMM eTanoM nepepn aTakow Ha
CUCTEMY, MPU AKOMY 30INCHIOETLCA NOCNIAOBHUIN Nepebip NopTiB MigKIOUYEeHHS
A0 LiNnbOBOI CUCTEMMN.



https://nmap.org/download#windows
https://nmap.org/download#windows

Zenmap

Scan Tools

Hosts

0S 4 Host

““|  localhost (127.0.0.1)

Profile

Help

Command: nmap -sV -T4 -0 -F --version-light 127.0.0.1

Services

Filter Hosts

~ | Profile: (Quick scan plus v| |Secan| |Cancel

Nmap0utput Ports / Hosts Topology Host Details Scans
nmap -5V -T4 -0 -F --version-light 127.0.0.1 b Details

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-18
94:26

NSOCK ERROR [@.8318s] ssl_init_helper(): OpenSSL
legacy provider failed to load.

Nmap scan report for localhost (127.0.0.1)

Host is up (©.80821s latency).

Not shown: 98 closed tcp ports (reset)

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC
445/tcp open microsoft-ds?

Device type: general purpose

Running (JUST GUESSING): Microsoft Windows 1@]7|
Longhorn|8.1|2008|vista (98%)

0S CPE: cpe:/o:microsoft:windows_1@ cpe:/
o:microsoft:windows_7::spl cpe:/o:microsoft:windows
cpe:/o:microsoft:windows_8.1:rl1 cpe:/
o:microsoft:windows_server_2008:r2 cpe:/
o:microsoft:windows_vista::spl cpe:/

o:microsoft :windows_8

Aggressive 0S guesses: Microsoft Windows 1@ 1889 -
1909 (98%), Microsoft Windows 1@ 1709 - 1883 (95%), v

Puc. 8. 3anycK cKkaHyBaHHSl CBOEI CUCTEMMU

BiokpuTtn damn xypHany ayouty pfirewall.log Ta 3HanTn 3anucu, aKki cBigyaTb
MPO CKaHYBAHHA NOPTIB CUCTEMM | € MPOBICHUKAMM ManbOyYTHBLOT aTakM Ha CUCTEMY
(pnc. 9). OCHOBHOKO 0O3HAKOK CKAHYBAHHA € HAABHICTb BESIMKOK KiJIbKOCTI
OAHOYaCHMX MiaKN4YeHb 3 ogHoro IP agpeca Ao pi3HMX MOPTIB CUCTEMMN.
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j pfirewall.log - BaokHoT
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TCP
TCP
TCP
TCP
TCP
TCP
TCP
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TCP
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TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Main PeparysanHsa ®opmat Bwrasa dosiaka
04:
a4;
04:
aq:
e4:
04:
a4:
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a4:
a4:
aq:
e4:
04:
a4;
04:
aq:
e4:
04:
a4:
04:
a4:
a4:
aq:
e4:
04:
a4;

19.8.2.9 192.168.0.1 55398 53 @ - - - - - - - SEND
127.@.@.1 127.9.0.1 61546 33892 @ - @ @ @ - - - SEND
127.0.0.1 127.0.0.1 61546 23 6 - 8 8 @ - - - SEND

127.9.2.1 127.0.0.1 61546 1025 @ - @ @ @ - - - SEND
127.9.9.1 127.0.0.1 61546 8888 @ - © @ @ - - - SEND
127.9.9.1 127.9.0.1 61546 443 @ - @ @ @ - - - SEND
127.9.@.1 127.9.0.1 61546 139 @ - @ @ @ - - - SEND
127.9.0.1 127.0.0.1 61546 80 6 - @ @ @ - - - SEND

127.9.@.1 127.0.0.1 61546 1720 @ - @ @ @ - - - SEND
127.0.0.1 127.0.0.1 61546 25 6 - 8 8 @ - - - SEND

127.9.9.1 127.0.0.1 61546 11e @ - @ @ @ - - - SEND
127.9.0.1 127.0.0.1 61546 143 0 - 8 6 @ - - - SEND
127.9.9.1 127.9.0.1 61546 111 @ - @ @ @ - - - SEND
127.@.@.1 127.9.0.1 61546 1723 @ - @ @ @ - - - SEND
127.0.0.1 127.0.0.1 61546 3366 @ - @ @ @ - - - SEND
127.9.9.1 127.9.0.1 61546 21 @ - @ @ @ - - - SEND

127.9.0.1 127.0.0.1 61546 587 @ - 8 0 @ - - - SEND
127.9.9.1 127.9.0.1 61546 995 @ - 8 @ @ - - - SEND
127.9.@.1 127.9.0.1 61546 135 @ - @ @ @ - - - SEND
127.9.0.1 127.0.0.1 61546 8080 @ - @ @ @ - - - SEND
127.9.@.1 127.0.0.1 61546 113 @ - @ @ @ - - - SEND
127.0.0.1 127.0.0.1 61546 445 6 - 6 6 @ - - - SEND
127.9.9.1 127.9.0.1 61546 53 @ - @ @ @ - - - SEND

127.9.9.1 127.0.0.1 61546 22 @ - 8 ® @ - - - SEND

127.9.9.1 127.9.0.1 61546 5900 © - @ @ @ - - - SEND
127.9.@.1 127.9.0.1 61546 993 @ - @ @ @ - - - SEND

Puc. 9. 3anucu xxypHany ayauty pfirewall.log, aKi cBiguatb npo
CKaHYBaHHS NOPTiB CUCTEMM

AANAAN\NY —o




3anoBHUTK WABMAOH 3BIiTY NPO NOAiI iHOoPMaLIinHOT 6e3nekn (Tadbn. 1).

Ta6nuusa 1. LLla6noH 3BiTY npo nogpaii iHdbopMauilHOT 6e3neku

3BIT NPO NoAali IHOOPMALINHOI BE3MNEKU
1. AaTa nopi 3. lpeHTudiKaLinHi
HOMepu BigNoBIgHOT
nopii Ta/abo
iHUMAOEHTY (AKLLO
3aCTOCOBHE)

2. HoMep nogpii
(HapaeTbcHa
thaxisuem ISIRT)

4. PEKBI3NTN OCOBU, AKA 3BITYE

4.1. IM’a Ta npi3BuLle 4.2. Agpeca
4.3. OpraHi3auis 4.4. Bipgin
4.5. TenedoH 4.6. E-mail

5. ONWC NoAIT IHOOPMALIMHOT BE3MEKM

5.1. Onuc noair:

LLlo ctanocs

AKMM UMHOM cTasiocsa

YoMy Tak cTanocs

AKi KOMMOHEHTU/aKTUBMU

nioganvcb BNAnBY

e OuUiHKa BMMBY Ha OiANIbHICTb
opraHisauii

e bByab-aki BUABIeHi BPa3IMBOCTI

6. OETANI NOAIT IHOOPMAUIMHOT BE3MEKU
6.1. JaTa Ta yac nogii

6.2. JaTa Ta 4yac BuaABNEeHHSA nogil

6.3. [JaTa Ta 4Yac NoBiAOMNEHHA NPO
noaito

6.4. Yn BigNoOBiAb Ha U0 NOAI YCYHYNa  TAK O HI O (no3HauTe BignoeigHe)
Hebe3neky?

6.5. AKLWO TaK. BKaXKiTb, CKiJIbKW Yacy
TpuBana noaia (y gHax/roguHax,/
XBUMHAX)

3apava 2.

1. HanawTtyBaTh aygmMT BXOA4Y KOPUCTyBaya B CUCTEMY.

2. BBecTu Kinbka pasiB HenpaBuabHUM Napoab Npu Bxoai o OC Windows.

3. BuaBuntun iHoukatopu iHUMOEHTY iHOPMaUINHOI 6e3nekn Ta 3anoBHUTU 3BIT
wono noaii iHbopMauinmHOT 6e3nekun.

BUKOHaHHA.
Yepes3 pagok nowyky Bigkputn HanawTyBaHHA rpynoBoi nonitukn (Edit group
policy) (puc. 10).




Yei Mporpamu JokymeHTH HacTporku Beb Hopatkoso N Biaryk
—

Harikpala BiANoBiAHICTL

Edit group policy >
‘:I NaHenb KepyBaHHA l_..l
Mporpamn -
& Google Chrome > Edit group policy
[NaHens KEpYBaHHA
[E Groove Music >
{5 Solitaire & Casual Games >

7 Biakputun

Mponozuuii Ana nowyky

L g - NepernanyTn pesynsTatu nowyky & 5

IHTepHeTi
AokymenTtu (3+)

Mankwu (2+)

P d

Puc. 10. Bigkputta HanawTtyBaHHA rpynoBoi nonituku (Edit group policy)

Y po3pini KoHdirypauia komn’'totepa - HanawTtyBaHHa Windows - Security
Settings - Advanced Audit Policy Configuration - «System Audit Policies -
Local Group Policy Object» - Account Logon KNMKHyTW Ha napameTp Audit
Credential Validation Ta HanawTyBaTM ayauT BOANUX Ta HeBAANUX MEPEeBIPOK
aBTEHTUMDIKALIMHUX JaHMX KOPUCTYBada npu Bxoai y cuctemy (puc. 1).

ocal Group Policy Edito - m} Audit Credential Validation — snactugocri

@aiin  [is  Burnag  [losiaka

o 5@ = HE

Policy  Explain

1=/ Nonituka Nokanshuii komn'totep ~ || subcategory Audit Events ﬁ Audit Credential Validation
v i K_°”¢‘WW“B‘ Komn'ioTepa [ Audit Credential Validation Success and Failure
— HanaluTyBaHHs NPOrpamMHOIo 3aGeanedenta £ Audit Kerberos Authentication Service Not Configured
M HB”BWWBBHH” Windows 1% Audit Kerberos Service Ticket Operations Not Configured [ Configure the folowing audt events:
&l Name Resalution Policy 155 Audit Other Account Logon Events Not Configured }
=] Seripts (Startup/Shutdown) Success

Deployed Printers
v -i Security Settings
& Account Policies
4 Local Policies
_ Windows Defender Firewall with Advanced Security
| Network List Manager Policies

Failure

| Public Key Policies
_| Software Restriction Policies
| Application Control Policies
S IP Security Policies on Local Computer
v (] Advanced Audit Policy Configuration
~ 1% system Audit Policies - Local Group Policy Object
;[.j Account Logon
]:3 Account Management

Puc. 11. HanawtyBaHHA ayaAuTy BAANUX Ta HEBAAJNIMX NepeBipoK
aBTeHTUDIKALIMHMX AAHUX KOPUCTYBaya Npu BXOAi y cMcTteMy




[Micna KinbKOX cnpo6 BBeOEeHHA HEMPaBMbHOIroO naposto (puc. 12) yepes pagok
nowyky Bigkputun MNepernanay noain (Event Viewer) - Windows Log - Security
Ta 3HAWTKM HeBaasi cnpobu BBoAY NMaposto (puc. 13).

IEUser

The password is incorrect: Try again.

Puc. 12. Pe3ynbTaT BBeAEHHSA HENPaABUJIbHOIO Naponio

3] Event Viewer
Qaidn  [ia  Burnaa  [osigka

«=| 25 HE

v g Custom Views
W Administrative Events Keywords Date and Time Source
Y Summary page events ﬂ.,_ Audit Success 19.05.2023 15:24:55 Microsoft Windows security auditing.
v [ Windows Logs 5 Audit Failure 19.05.2023 15:24:49 Microsoft Windows security auditing.
[+ Application £ Audit Failure 19.05.2023 1524:47 Micrasoft Windows security auditing.
i.—| Security 3 Audit Failure 19.05.2023 15:24:45 Microsoft Windows security auditing.
] setup £ Audit Failure 19.05.2023 15:24:41 Micrasoft Windows security auditing.
{] system @, Audit Success 19.05.2023 15:23:54 Microsoft Windows security auditing.

§ ﬂ Forwarded Events . Audit Success 19.05.2023 15:23:10 Microsoft Windows security auditing.
1 Applications and Services Lod § @ aydit Success 19.05.2023 15:22:56 Microsoft Windows security auditing.

21 Subscriptions @, Audit Success 19.05.2023 15:22:56 Microsoft Windows security auditing.
<

Event 4776, Microsoft Windows security auditing.

General Details

The computer attempted to validate the credentials for an account.

Authentication Package: MICROSOFT_AUTHENTICATION_PACKAGE_V1_0
Logon Account:  |EUser

Source Workstation: MSEDGEWIN10

Error Code: 0xC0O00006A
Log Name: Security
Source: Microsoft Windows security : Legged: 19.05.2023 15:24:49
Event ID: 4776 Task Category: Credential Validation
Level: Information Keywords: Audit Failure
User: N/A Computer: MSEDGEWIN10
OpCode: Info

More Information: Event Log Online Help

Puc. 13. 3anucu XxypHany noain npo Hesaani cnpo6u Bxoay Yy CUCTEMY

3anoBHUTU WABNOH 3BITY NPO Noaito iHdbopMaLinHoi 6e3nekn (tabn. 1).
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